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Abstract—With the rapid emergence of new home
networking technologies and proliferation of devices
that use them, innovation has focused on rich func-
tionality and largely ignored the associated security
threats. The heterogeneous set of home appliances,
their varied communication mediums, the lack of any
ubiquitous standard to manage the communication
across these devices, and the lack of a skilled security
administrator all pose significant new challenges in
securing these networks.

In this work, we identify security challenges and
considerations that are unique to home networking
and take a first step toward solving one of the key
security issues—key establishment. We describe a
simple, secure and user-friendly solution to handle
the special case of a device rejoining its home network
after a brief absence. Our approach serves as a basic
building block to ensure security and privacy in a
home network.

Index Terms—Home Networks, Security, Key agree-
ment

I. I NTRODUCTION

The landscape of home networks is undergoing
a rapid and dramatic shift. In the early 1990s,
home networking was typically limited to a couple
of personal computers connected via a local area
network within the home. Today, this landscape is
considerably more complex. Many homes are in-
habited by multiple desktop and laptop computers,
digital video recorders, portable or streaming media
players, game consoles, etc., all communicating via
a variety of different protocols.

The home of the future will be even more com-
plex. The number and types of devices will increase,
with smart appliances like Internet-connected re-
frigerators and microwaves, home automation and
security systems, and remote-controllable sensors
and switches becoming commonplace. The methods
and protocols by which these devices interact will
also change. Today, many of the devices within the

home (e.g., the components of a home automa-
tion system that controls lights, shutters, motion
sensors, and alarms) interoperate only selectively
and via application-specific protocols like X10 [1],
Insteon [2], or Home RF [3]. Future home networks,
on the other hand, will be characterized by more
high-level, application-agnostic modes of interac-
tion such as is made possible by UPnP [4], Jini [5],
or HNAP [6]. This will make possible vastly greater
interoperability between devices, resulting in home
networks that transparently combine consumer elec-
tronics with mobile and traditional computing de-
vices to provide greater functionality and conve-
nience [7].

With these, however, will come the potential for
abuse if home networks are not designed with secu-
rity in mind at the forefront. Though reusing tried
and tested solutions and approaches has great value,
we believe that solutions to secure home networking
warrant special attention and will involve a different
set of approaches than those used in other environ-
ments. For example, traditional security solutions
used in the enterprise are often heavyweight and
too difficult for the typical home user to manage [8].
Enterprise security solutions usually assume strong
threat models, since enterprises often possess valu-
able data attractive to attackers (e.g., collections of
millions of credit card numbers) and the effect of
successful attacks can be devastating (e.g., confi-
dential product plans and business strategies can
be leaked to rivals). Enterprise solutions typically
assume that a trained security administrator or team
of administrators will manage servers and protocol
configurations.

Security and privacy are key pieces of the home
networking puzzle. Home networks already hold
much information, like tax records or treasured
family photos, that consumers want to feel is not at
risk of theft or deletion. Future home networks will



additionally include many devices that are privy to
the private details of our daily lives, for example,
light switches and motion sensors, security cameras,
and Internet-enabled refrigerators with shopping
lists. As has recently been seen with social net-
working applications and mobile phones [9], [10],
this information is an attractive target for stalkers
and can often be used to infer much more about
people’s movements and details of their private lives
than is immediately obvious from the collected data.
Finally, a home is a place of comfort and refuge,
and, as such, consumers need to be confident that
the devices and technologies they use in their homes
cannot be used against them or to other malicious
or mischievous ends.

This paper discusses mechanisms for enabling
secure home networking. SectionII points out some
of the unique characteristics of home networks and
why traditional IT security solutions are inadequate.
SectionIII discusses requirements for a complete
solution to the secure home networking problem. In
SectionIV, we present a first step toward solving
one of the key problems in home networking—
key agreement. In particular, we present a user-
friendly scheme that enables devices returning to
the home network after a short absence to join the
network seamlessly. The details of the scheme are
described in SectionV and the solution is analyzed
in SectionVI . We conclude with a review of related
work.

II. U NIQUE CHARACTERISTICS OFHOME

NETWORKS

Many traditional IT security solutions cannot
be directly applied to home networks. The salient
characteristics that distinguish home networks from
other networked systems include the following.

1) User skill: Most people in the home do
not have training for security administration.
However, it is desirable to allow them to per-
form some level of administration and control
over their network. Examples include setting
parental controls on the television or liquor
cabinet and informing the home network of a
lost or stolen device. Performing these types

of tasks should not be a burden or hinder the
user from utilizing the home network.

2) Heterogeneity: As discussed in the previous
section, home devices differ from each other
in terms of underlying medium used for con-
nectivity, the power required, battery lifetime,
the processor speeds, available memory, etc.
One of the key challenges in designing a
suitable security solution is that these devices
also do not have the same way of allowing
the owner to interact with them. They vary
in both their input capability (ranging from
a full-fledged keyboard to a single button or
switch) and output capability (from a color
screen to a single LED).

3) Scale: The number of nodes in a home net-
work is significantly smaller (sometimes by
orders of magnitude) than in most corporate
networks. This could not only allow us to
design simpler solutions but may also allow
us to revisit solutions that were rejected be-
cause they did not scale sufficiently well. For
instance, solutions like the web of trust [11]
to provide authentication or manual keying
to bootstrap the devices’ keying information
may not seem a scalable solution for the
Internet, but could serve as potential solutions
in a home network.

4) Ownership: Nodes in a home network are
tightly coupled with their owners. In most
cases there will be a single, easily identifiable
principal owner or primary user of a device,
e.g., as with a cell phone. In other cases, such
as a video game console, there may be two
or three people that share it equally.
Users other than the owner, e.g., guests,
may need to be granted temporary access
to devices in the home network. It may be
desirable for such accesses to be granted at
different levels of granularity, as some guests
(such as friends of family) will be more
trusted than others (such as a TV repairman).



III. SECURITY REQUIREMENTS FORHOME

NETWORKS

Manufactures and end users are more likely to
embrace security solutions that heed the following
practical considerations. Providing security should
not greatly increase the cost of devices. Simple
architectures that are easy to implement will aid
in this. As it is plausible that many home network
participants will be small, cheap devices with little
spare computing power, it would be best if secu-
rity solutions did not assume much computational
power for cryptography [12]. A digital lock on
the liquor cabinet should be better than a simple
physical key and lock. In other words, it should
be simple, provide added value, and not be over-
engineered.

In addition to the above practical considerations,
a security solution should have the following prop-
erties.

• Secure naming service:Means by which the
home devices can be identified by the home
users. This would include running a name
service securely that would manage the names
of the home devices irrespective of the under-
lying communication medium. This is needed
to help prevent impersonation of devices and
users.

• Secure bootstrapping: Means by which
security-enabled devices bootstrap trust in the
home network when no secure network is in
place. This would include secure means to
detect devices and authorize them to form a
secure home network. Since home networks
are likely to use a shared and easily accessi-
ble communications medium such as wireless,
special care needs to be taken so that adver-
saries cannot compromise security at manufac-
turing time [13] or when the network is es-
tablished. Thus, solutions like that assume ab-
sence of an adversary at these times (e.g., [14])
would not be suitable.

• Secure join: Means by which a device joins
the already established secure home network.
This would include detection of the new device
and authorizing it to join the existing home
network. Also, the newly joined device should

not be able to learn anything about the network
prior to the time of joining. This property is
usually referred to asbackward secrecy[15].

• Secure leave: Means by which the secure
home network learns about a home device
leaving the network. The device could have
left the network because it was lost/stolen or
because it is a mobile node. The device that
left the network should not be able to learn
anything about the network from then onwards.
This property is usually referred to asforward
secrecy.

• Secure partition/merge:This is a special type
of join and leave where multiple devices leave
the home network together and join it together.
This could be triggered, e.g., by a member
(or group of members) of the household going
on vacation and wanting her devices (mobile
phones, tablets, gaming devices, etc.) to con-
tinue to communicate securely and then rejoin
the network when she returns.

• Secure rejoin: Means by which the home
network learns that a particular device trying
to join the network was previously part of the
network and was absent from the network for
only a brief interval of time. This is necessary
since many nodes will be mobile and entering
and leaving the home throughout the day.

• Multi-level access:Means by which different
levels of access are given to devices and people
based on appropriate privilege. This is par-
ticularly common when a home owner would
want to provide limited access to the devices
of his guest for a brief period of time or to
a television service technician who does not
need access to other appliances in the home.
This adopts the commonly accepted principle
of least privilege.

• Usability: Means by which a home user could
utilize the benefits of a feature-rich home
network in a transparent manner and yet be
assured that the interactions are secure. The
home owner should be able to add devices
to and remove devices from the home net-
work with minimal inconvenience. The owner
should not have to deal much with the crypto-



graphic keys that secure the network. Intuitive
solutions assuming little or no administration
skills of the user are most suitable (as in
programming a garage door opener by just
pressing two buttons at the same time). Design
principles used to improve the user experience
across different Bluetooth/Wi-Fi capable de-
vices [16] can be adapted.

• Remote access:Means by which a mobile
device, when away from the home network,
can authenticate itself to the home network
and interact with other home devices (to see
how much milk is left in the refrigerator, for
example).

We believe these security requirements, coupled
with the properties of home networks discussed in
SectionII , suggest that significant progress needs
to be made in addressing the following.

• Automatic inference of access-control poli-
cies:Means by which the home network could
automatically infer the access-control policies
pertaining to an individual without the home
owner explicitly having to grant or deny ac-
cess. For example, the manner by which the
owner of the house greets a guest may be used
to infer the level of access rights the owner
would want to grant to that guest. This ad-
dresses the multi-level access requirement and
doing it in an automatic fashion aids usability.

• Ensuring privacy and integrity of message
exchanges: Means by which the messages
exchanged between any two devices of a home
network respect the privacy of the home owner.
The dual of the problem is to ensure account-
ability of the devices to help identify malicious
devices. This is closely related to the group
secrecy properties of join, leave, and rejoin.

• Key agreement: Though key agreement in
itself is not a requirement unique to home
networks, special care must be taken to keep
usability in mind and not hurt the consumer’s
experience. Key agreement serves as the basic
building block for privacy and integrity and
in fulfilling the bootstrapping, join, leave, and
rejoin requirements. Multiple keys might be
used to satisfy multi-level access.

Since key agreement is the cornerstone for many
of the desired properties of a final solution, we
attack this problem as a first step towards the goal
of enabling secure home networking.

IV. A N EW KEY AGREEMENTSCHEME FOR

HOME NETWORKS

We believe that the majority of communications
will occur in naturally forming groups (smoke sen-
sors, multimedia devices, etc.). Also, the ‘secure
join’ and ‘secure leave’ requirements of a home
network, described in SectionIII , can be achieved
by the ‘join’ and ‘leave’ properties of most group
key agreement schemes. Thus, group key agreement
schemes with appropriate re-keying would serve as
a base solution for key agreement in a home net-
work. Rekeying should be performed periodically
(to prevent brute force attacks on static keys) and
on any change in group membership [17].

Many of the existing group keying mechanisms
efficiently handle adding members to a group or
expelling them [18], [19], but to the best of our
knowledge, the rejoin property (as defined in Sec-
tion III ) has not been explored. A contribution
of our work is a novel technique for a member
to rejoin the group by retaining some information
from communications while a member of the group
and by setting some reasonable time constraints on
within how long it can rejoin.

A. Problem Definition

In this section we propose a key agreement
scheme for secure home networks that would:

1) Allow devices to join the network while main-
taining backward secrecy;

2) Allow devices to seamlessly leave the net-
work while maintaining forward secrecy;

3) Leverage the fact that a returning device was
previously part of the network to allow this
device to seamlessly rejoin the network.

B. Solution Overview

We describe a generic solution to achieve the
rejoin property on top of any of the existing group
keying mechanisms. The basic idea behind the
solution is that all the devices in the home network



agree on a group key and this key is used to encrypt
communication between any two devices in the
network. The main advantage of such a scheme
over establishing pair-wise keys is that only one
key needs to be stored at every device at a given
instance. Also, devices that would want to broadcast
or multicast messages within the home network can
take advantage of this group.

On the flip side, the devices need to be aware of
new devices joining the network and devices leaving
the network. This is required because the group key
has to be changed whenever these events occur to
maintain forward and backward secrecy. Also, this
approach assumes that all the devices in the network
are trusted, as any device can eavesdrop the message
exchanges between any two other devices.

C. Assumptions

The following are a few of the broader assump-
tions that were made in our solution to the key
agreement problem. More specific assumptions will
be pointed out in SectionV as the pertinent details
are provided.

• Several (at least 2) devices have storage ca-
pacity on the order of several megabytes. This
is reasonable given the prevalence of personal
computers and the low cost of digital storage.

• Devices can be uniquely addressed. Device
discovery and addressing is an independent
problem and we assume a solution to it exists.

• Devices are embedded or bootstrapped with
private signing and encryption keys. The cor-
responding public keys can be obtained by
external means. For instance, vendors can host
a web portal that would provide the public key
for a device given its serial number.

• Existence of a user interface to perform ad-
ministrative tasks.

V. DETAILS OF THE SOLUTION

We will first describe the types of participants in
the home network. The remainder of the section will
describe how they interact in different scenarios.

A. Types of Nodes

• Coordinators: Coordinators are fixed nodes
that have sufficient storage capacity. A com-
puter or DVR are examples.

• Mobile participants: These nodes are ones
that may leave and the network and attempt
to rejoin it upon return.

• Non-coordinators: All fixed nodes that do
not have sufficient storage capacity to function
as coordinators, but do have some minimal
storage.

B. Registering Nodes

When a new device is to be added to the network,
the device name and the public signing key of
the device are added to the coordinator. This may
be accomplished by the user authenticating to the
coordinator (as will be described in SectionV-G)
and typing in the hexadecimal representation of the
public signing key. We believe this to be a rea-
sonable approach given our previous observations
regarding scale and manual keying; however, more
user-friendly approaches are possible and prefer-
able. Let this addition of device to the coordinator
take place at timeτ .

After the device is added to the coordinator, it
then registers on the network by sending a REG-
ISTER message containing the device’s address,
as provided by the naming service, and a public
encryption key, all signed with the device’s private
signing key Ksd. This must be sent within time
τ + δ. The user can cause the device to send
the REGISTER message by actuating a master or
enable switch on the device. The timeδ is the
time between the user adding the device to the
coordinator and operating this switch, and may
include, e.g., the user walking to a different room
to access the new device if the device is not mobile.

We call δ the ‘interval of vulnerability’. Within
this interval, a malicious device could impersonate
the device in question and assume its identity. It
should be noted that this impersonation is not trivial,
as the malicious node also would require the private
key of the device to successfully register. However,
as devices may have lifetimes of many years, it is



possible that a device’s private key could eventually
be compromised.

Upon successful registration, the coordinator en-
crypts the network’s group key with the public
encryption key of the new device and sends it to
the newly registered device. The coordinator also
stores the device name and address along with
its public encryption and signing keys for future
use. Depending on the underlying group keying
mechanism, the rest of the devices in the network
may also have to rekey the group key.

C. Node Operation

The network’s group key is used to encrypt
the messages that are exchanged between any two
nodes in the home network.

Each node maintains a ring buffer for every
other node. Thus, in ann node network, each node
maintainsn − 1 ring buffers. Every time a node
communicates with another node, it stores the hash
of the message in the ring buffer. For each device,
several (we suggest 3) of the most recent hashes are
stored. SectionV-E will discuss how these message
hashes are used.

Since there will likely be only tens to low hun-
dreds of nodes in a home network and each ring
buffer is on the order of≈ 60 bytes (assuming
SHA-1 as the hash function), the amount of storage
each node will have to dedicate to this will be on
the order of tens of kilobytes, i.e., not a great burden
on the node’s resources.

D. Leaving the Network

We assume that appropriate mechanisms exist
in the home network for any node to detect that
a particular node has left the network. One such
mechanism could be the use of heartbeats between
the communicating nodes; loss of the heartbeat
would imply a node has left the network.

Whenever a nodeA detects that nodeB has left
the network, it announces to the network that node
B has left. All the nodes in the network send to
the coordinator their ring buffer for nodeB. The
coordinator collects the ring buffers from all the
nodes and stores them, along with the current group
key and nodeB’s public signing key. Along with

these, the coordinator also stores a validity interval
value (by default,24 hours). Figure1 shows the
information that is stored by the coordinator when
a mobile nodeB leaves the network. NodeB also
stores the last group key used when it was on the
home network.

Fig. 1. Information stored by the coordinator when a device
leaves network

The validity interval determines how long the
device that has left can be away from the network
before it will be forced to rejoin as a new member.
The validity interval is configurable by the home
owner and its choice depends on the following
considerations.

• The interval should be long enough for most
rejoins to happen within the interval, so that
the user is not inconvenienced by having to
register the nodes anew.

• The interval should be short enough for the
device not to be accepted back to the network
if it was sold or stolen and the user forgot to
notify the coordinator of this.

This validity interval may provide a short window
of opportunity for an attacker who has captured a
device to rush to the home in which the device was
a member of the home network and cause damage.
This window of opportunityφ is the time remaining
until the validity interval would expire. In many
cases, the attacker will physically be far away from
the owner’s home and would also need to know
the owner’s address. However, in some cases the
device may be sold to a neighbor or to someone
who can reach the owner’s home quickly. In those



cases, the owner may need to shorten the interval
to a few minutes. In event of theft of a device,
the owner can reduce the validity interval for that
device to0 so that the device cannot rejoin without
human intervention. Similarly, the interval may be
extended when the owner is going on vacation, for
convenience. The default 24-hour interval should
be sufficient in most cases—since a person will
typically leave and come back home in the same
day—and can be modified if the home owner would
like stricter or more flexible security bounds.

E. Rejoining the Network

On rejoin, the node will send a REJOIN message
along with its id and a noncend to the network.
The coordinator will then send a noncenc along
with the MAC of the noncend to the rejoining
node. The MAC keyKmd is computed by applying
a pseudorandom or hash function to the group key
that was stored when the rejoining node left the
network. The rejoining node computes the same
MAC key and verifies the noncend. This assures
the rejoining node that the coordinator is legitimate,
i.e., that it is rejoining the right network.

It may be necessary to change coordinators while
a mobile node is away from the home network. In
this case, to maintain backward secrecy, the new
coordinator is given this MAC key (rather than the
group key) to authenticate itself to the mobile node.

The rejoining node will then create a signature
using its private key over the saved message hashes
that it has stored (in the order of node identifiers)
and the noncenc and present it to the coordinator
for re-entry. The coordinator will first check that the
device has returned to the network within the valid-
ity interval and then verify the signature. The use
of a challenge guarantees the freshness of the rejoin
request. The use of message hashes as opposed to
the actual messages not only saves space, but also
preserves the privacy of the nodes’ communications.
A pre-image resistant cryptographic hash function
guarantees that the original message can not be
retrieved from the hashed messages.

If the signature verifies and the validity time
interval is within bounds, the coordinator re-keys
the group key of the network and the node re-

joins the network seamlessly without involving the
owner. The sequence of messages exchanged on a
successful rejoin is depicted in Figure2.

If the signature is not valid or the time interval is
not within bounds, the owner should be notified to
explicitly authenticate the device. In effect, a device
presenting an invalid signature or rejoining after the
validity time interval has passed is considered to be
joining the network for the first time.

Device Coordinator

REJOIN , id, nd
-

MACKmd
(nd), nc

�

SigKsd
(h(msghash || nc))

-

(Kg)Ked

�

Fig. 2. Message sequence on successful rejoin

F. Issues with Selling or Removing Nodes

It is quite possible that an owner of the device
would want to sell the device or remove the device
from the network for reasons such as obsolescence.

Selling or removing a non-coordinator device is
equivalent to the non-coordinator device leaving the
network and thevalidity interval being made 0. It
is the owner’s task to inform the coordinator that
a node has been sold or removed. The coordinator,
in turn, can then mark the validity interval for that
device as 0.

However, selling or removing a coordinator is
a potential problem. For this reason, we propose
that the coordinator be a rotating role, similar to a
token ring. Whoever holds the current token acts
as the coordinator for some reasonable time period.
If a device is sold and leaves the network while
it is serving in the coordinator role, then, when
the network detects that the coordinator has left,
the next node will step up and immediately acquire



the current token. As earlier, we assume appropriate
means (like heartbeats) by which nodes detect that
the coordinator has left the network. This serves
two purposes. First, there is a clearly identifiable
coordinator that the rejoining node responds to.
Second, the network continues working without
interruption when a coordinator is removed.

The assumption that there will always be multi-
ple potential coordinators in a home network is a
reasonable one. If, for example, the coordinator was
the user’s computer, then the owner will likely buy
a new computer first before selling or removing her
old one. Also, a home network is likely to contain
multiple personal computers, any of which should
be capable of acting as a coordinator.

G. User Authentication

As described earlier, for node registration or
when a node cannot rejoin automatically, the owner
will need to be involved. Other instances when an
owner needs to be involved could include adminis-
trative tasks where the owner would want to inform
the home network that a device is compromised and
should be blacklisted, or if she is going on vacation
and wants to adjust the validity interval. We assume
that the coordinator would have sufficient I/O capa-
bilities to allow interaction with the owner.

We propose that the owner be authenticated
via a simple two-factor authentication mechanism
consisting of a password (something you know)
and a USB token containing authentication material
(something you have). The owner inserts her USB
token into the coordinator and types her password
into the user interface. If both forms of authentica-
tion succeed, the user is given privileges to perform
the desired tasks.

VI. D ISCUSSION

A. Salient features

Usability: The usability requirement is achieved,
first, by reducing administration and details of the
solution to simple and easy to understand scenarios
(selling a device, going on vacation); and, second,
by making the user interaction as infrequent as
possible. We note that the usability and security are
inversely related. The usability of the scheme we

described in SectionsIV and V is driven by the
choice ofδ andφ. δ describes the amount of time
until the user activates the enable switch during a
join andφ governs how long a device is allowed to
be absent before a seamless rejoin. Higher values of
δ andφ would imply greater usability, but reduced
security, and vice versa.

Group secrecy: By providing a generic extension
to the underlying group key agreement protocol,
the scheme does not compromise group key se-
crecy. Group key secrecy [17] is the property that
guarantees that it is computationally infeasible for
a passive adversary to discover any group key. As
the scheme uses an arbitrary group key agreement
protocol effectively as a black box, the properties
of that protocol are not compromised.

Resilience against impersonation: The scheme
is also resilient against device impersonation. As
described in SectionV-E, by verifying that the
coordinator possesses the correct MAC keyKmd,
the rejoining node is assured that it is running the
protocol with a legitimate coordinator. Similarly, by
verifying the hash of the most recent messages, the
coordinator is also assured that it runs the protocol
with a legitimate device. Any failure during this
verification would result in the rejoin operation
falling back on a normal join operation. Mutual
authentication ensures that a malicious device that
previously was not part of the home network cannot
seamlessly join the network and that a foreign
coordinator or malicious device impersonating a
coordinator cannot to force a device to unwittingly
join a different network. It should be noted that this
resilience is achieved only if none of the nodes that
are part of the home network collude with any node
that has left the network.

By using two-factor authentication, the scheme is
resilient against impersonation of the home owner.
A malicious user would require both the password
and the USB token to break into the network. This
two-factor authentication also ensures that that the
scheme is resilient against coordinator theft. The
malicious user in this case will not be able to
retrieve the keying material unless the password is
also compromised or a brute-force attack can be
mounted on the encrypted key material.



B. Limitations

Though this scheme meets most of the security
requirements of a secure home network as outlined
in Section III , it is not without limitations. The
following are some of them.

• The scheme necessitates the existence of a
master switch in all devices to trigger the
registration of the device.

• As noted in SectionV-B, there is a small
interval of vulnerability if the private key of
the device is compromised. Since the public-
private key pair of the device is not refreshed
and remains unchanged even when sold to
other owners, this interval of vulnerability
could be exploited.

• To address the issue of lost USB tokens, the
scheme necessitates periodic backup of the
USB tokens. Failure to make periodic backups
may result in unavailability of the network if
the owner loses his USB drive.

C. Prototype Implementation

We implemented a proof of concept of the
key agreement scheme. A desktop computer was
used as a coordinator. A surveillance camera (Axis
207MW [20]) and a PDA (Personal Digital Assis-
tant; Nokia N800 [21]) were used as home devices.
The prototype scenario involved the home devices
registering to the computer and the PDA fetching
images from the camera using the group key ob-
tained using the LKH [18] protocol. An unregistered
PDA trying to masquerade as a device that was
previously part of the network was not able to
rejoin the network or fetch the images from the
surveillance camera. Leaving, rejoining, and other
interactions between devices in the network that did
not require user input did not impose any latencies
that were observable to a user.

VII. R ELATED WORK

As securing home networks is an emerging area
of study, very little research has been performed
in this problem space. However, there has been
significant amount of work in related areas. Al-
Muhtadi et al. developed UIUC Sesame for smart

homes [22]. This solution extends Kerberos and uti-
lizes Jini [5] to provide confidentiality and integrity
of communication between devices. However, un-
like our solution, the authors neither address the
compromise of the central node in Kerberos nor
provide a means to authenticate other devices.

Cerberus is a multi-level authentication, autho-
rization, and inference system for smart spaces [23].
Its flexible architecture allows for multiple authenti-
cation methods (such as key-cards, passwords, and
iris scanners) for the varying needs in strength
of authentication. However, Cerberus assumes a
skilled security administrator to set the confidence
levels for the different authentication levels and to
set the policies for access to devices. As noted in
SectionIII , these tasks are non-intuitive to the aver-
age home user and they requires greater administra-
tion skills than users in the home are likely to have.
Also, Cerberus does not address key agreement or
confidentiality and integrity of communications.

To augment the original UPnP [4] specifica-
tions, security ceremonies, which are like network
protocols with computers, people or possibly the
environment as participants, were introduced [24].
These ceremonies strengthen the access, discovery
and notification protocols of UPnP to provide secure
discovery, message integrity and secrecy with the
help of a centralized security console. However, in
addition to the known security flaws in UPnP [25],
the ceremonies assume an expert user as an admin-
istrator to modify the ownership of each device.
This user intervention increases for mobile nodes
which frequently join and leave the network.

Another related technology is the propri-
etary Home Network Administration Protocol
(HNAP) [6]. It builds on top of the standardized
HTTP-SOAP protocol and is flexible and extensible.
Though it provides better topology discovery, and
better administration by programmability of the
network devices, deploying HNAP requires skilled
developers and testers. Unlike our solution, the
protocol does not provide any sophisticated security
measures other than simple MAC filtering and use
of WEP/WPA. It is also not clear under this protocol
whether a rejoin of network devices would be any
different from joining a new device.



Windows Connect Now (WCN) technologies
help create a secure wireless network in an user-
friendly manner [26], [27]. WCN-UFD (WCN USB
Flash Drives) [26] uses USB flash drives to trans-
port network settings (network keying material) to
the joining devices. WCN-NET [27] uses wireless
access points as proxies to securely transport net-
work settings. Neither of these schemes addresses
the issue of securely and seamlessly rejoining the
network. In addition, it would be difficult to deploy
WCN-UFD in a home network as it requires every
node to have a USB port—an assumption which
may not hold for, e.g., tiny smoke sensors.

VIII. C ONCLUSION

In this paper, we identified the unique character-
istics of home networks and derived at the salient
security requirements for a secure home network.
We also proposed a key agreement mechanism
that enables home devices returning to the home
network within a short interval of leaving it to
seamlessly rejoin the network without user inter-
vention. The simplicity, usability and security of the
proposed solution were analyzed and its limitations
were noted. We hope that this paper represents a
useful first step towards a secure and usable key
agreement solution for home networks and will
motivate future work in securing home networks.
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